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Information Services 
Mark Andrasik, Director 
 
 

Date: 1/20/2016 
 
To: Honorable Mayor Peggy Dunn, City Council, 

Scott Lambers – City Administrator 
 
Re:      Items Accomplished for 2015 
 

 
In keeping with past practice, I’ve prepared a yearly update regarding Information 
Services. 

 
EXECUTIVE SUMMARY 
 
We’ve continued our rollout of new technology to our other facilities.  Started a couple 
of years ago with the Justice Center and last year at City Hall, we’ve now completed the 
integration of all Fire Stations, Public Works Maintenance, Ironhorse, and Ironwoods 
facilities.  Each of these facilities now share a common set of core technologies.  Phone 
systems, networking equipment, wi-fi systems, are part of these technologies.  The end 
result is seamless communication capabilities among departments, secured wireless 
access to our resources, and consistent tools from which to operate. 
 
Additionally, we’ve implemented a next generation firewall, police body camera system, 
replaced all police in-car laptops and upgraded the mobility system, a new fuel system, 
an emergency reporting system for our Fire department, upgraded our building access / 
card reader system, expanded the base of security cameras, instituted a cybersecurity 
training program for all employees, and extended our fiber infrastructure, just to 
highlight a few of our other activities.    
 
These actions stem from our overall goal to provide effective, secure technology that 
expands our ability to clearly direct resources, communicate, make informed decisions, 
implement them, and free ourselves to think of new ways to address issues. 
 
A sincere thank you to the Mayor, Council, City Administrator, and the Citizens of 
Leawood, for all of your support, funding, and involvement.   
 
 
 
 
 

http://www.leawood.org/default.aspx
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Technology Items Accomplished 
 

 Fire Stations, Public Works, Ironhorse & Ironwoods Facilities 
 New Phone System 
 Paging & Faxing 
 Wireless – Private & Public 
 Networking Closets 
 Security Camera 

 Next Generation Firewall & Content Filter 
 Secure the Human End-User Cybersecurity Training 
 New In-Car Police Laptops & NetMotion System 
 Police Body Camera System 
 Emergency Reporting System for Fire Department 
 New Fuel System Implementation 
 Building Access Card Reader System Upgrade 
 Fiber Infrastructure 
 RecTrac / WebTrac Upgrade 
 Patch Management System 
 New Domain Controllers 
 Ironhorse Software Implementation – Jonas 
 City Hall Video Equipment Back Office Upgrade 
 Council Laptops 
 Tokenization  
 DMZ Servers 
 New Domain Controllers for City Hall 
 Desktop Replacement 
 EMV / Chip & Pin Preparation 

 
 

 
Having a staff of Mike Blankenship, Jack Reece, and Karl Weinfurter makes these items 
we’ve accomplished possible.  This is a very small, dedicated, and motivated staff.  I’m 
genuinely humbled by the amount and quality of their work. Thanks guys for all of your 
hard work – it makes a difference.  Information Services will remain diligent in our 
responsibilities and enthusiastic about new opportunities as we head into 2016.   
  
Please see the following pages for more detail.  
 
Thanks, Mark 
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DETAIL 
In this area I will detail a few of the items mentioned above. 
 

 

Technology Migration 
 
What is it? 
 
We’ve migrated our new technology from the Justice Center & City Hall to all Fire 
Stations, Public Works Maintenance, Ironhorse, and Ironwoods.  This includes a 
completely new phone system from Cisco, wireless access both secured and public, new 
security cameras, and an overhaul of our networks closets.  
 

Cisco Phone System – This replaces our old independent phone systems with an 
integrated IP phone system from Cisco.  Communications need to be stable and 
secure.  This platform integrates well with our existing Microsoft Exchange 
platform “Cisco Business Edition 6000 is designed for organizations with up to 
1000 employees. The solution offers premium voice, video, mobility; messaging, 
presence and contact center features on a single platform and provides core 
communication capabilities medium-sized businesses need for improved 
collaboration.  Enabled by virtualization technology, Cisco Business Edition 6000 
consolidates multiple applications on single platform and therefore allows 
medium business to reduce their lower total cost of ownership and improve 
productivity of their employees. The high availability features supported by the 
solution make Cisco Business Edition 6000 ideally suited for companies that 
require mission critical voice, messaging….”.   
 
New Cisco 8945 phones have been installed which integrate to our desktop 
computers and to our email system.  For instance, the desktop computer 
interfaces with the new phone system by allowing employees to use Outlook to 
call a contact.  They pick the contact they want to call and click on the “dial” 
option.  The computer tells the phone to dial the number and it does.  A phone 
call on your desk phone can be transferred to your cell phone without 
interruption – so you can walk out of your office while still carrying on the 
conversation.  Your phone can be forwarded to your cell phone if you’re away 
from your desk.  Faxes, texts, instant messaging, presence, and voice mail may 
be managed with your Outlook email client.  This is Unified Communications. 
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Due to the system capabilities we were able to reduce the number of off premise 
extensions we currently use.  Our Fire Stations now use the new phone system 
via our data network.  This saved roughly $700/month in off-premise extension 
charges. 

 
Paging & Faxing – Both our paging and faxing capabilities have been enhanced.  
We can now page multiple facilities concurrently.  We can send and receive faxes 
from our email client.  This helps enormously with incoming faxes.  Instead of 
them going to a machine the can come into a distribution list or group of 
individuals.  This helps to manage paper and information. 

  
Wireless Technology – As an extension of our Justice Center managed and 
secured wireless system from Cisco we’ve covered our other facilities with new 
wireless access points.  This system allows private (city business) wireless access 
as well as public wireless access.  The two functions operate over the same 
infrastructure but are completely segmented from each other.  This wireless 
technology enables greater mobility no longer being tethered to your desk or 
specific office.  IPads, tablets, and mobile devices of all sorts are now integrated 
directly into our network.  This is another block to our technical foundation that 
will serve us well into the future. 

 
Networking “Closets” New Cisco POE (power over Ethernet) switches and 
routers have been installed providing security and necessary throughput.  These 
are a foundation for end point devices such as phones, access points, cameras, 
etc. 
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Security Cameras – Again, a continuation of our Justice Center technology we’ve 
implemented new security cameras at other facilities as well.  These are 
primarily public facing high definition cameras covering appropriate locations.  
The foundation is the Genetec system which records and archives many days’ 
worth of video for future review.  This information is displayed on our video 
system at the Justice Center’s Communications / Dispatch location. 

 
See screenshot below. 
 

 
 

 

Next Generation Firewall 
 
We’ve installed a high-availability, redundant, next generation firewall for our network.  
This is the piece of equipment that resides between our network and the internet.  This 
device will not only firewall unwanted traffic but it provides intrusion detection, 
vulnerability & compliance management, virus and malware protection, web filtering, 
and application control.  What used to take many appliances can now be done with one 
device.  These are unnoticeable back office infrastructure changes the help with our 
security.  
 
 

Cybersecurity Training for All Employees 
 
Cybersecurity is getting more and more of the headlines from hackers stealing personal 
data from the IRS, Office of Personnel Management, to credit cards from Target.  This 
will only get worse and there’s no perfect solution.  As I’ve always indicated, the end-
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user is a critical component to securing our systems and data.  You can have the latest / 
greatest technology in place but the end user has the “keys to the car”.  Consequently, 
we’ve implemented a cybersecurity training program for all of our employees. It’s a 
video based training system ranging from “You Are the Target” to “Social Engineering” 
to “Passwords” to “Protecting your Kids Online”, etc.  Once the training is complete we’ll 
follow up with some testing to determine the effectiveness of our training. 
 
 

Police Body Camera System  
 
To augment our current in-car video we’ve purchased a Digital Ally body camera system.  
These body cameras provide a different perspective closer to the actual event.  The 
software, docking stations, server, and network attached storage devices were 
purchased, installed, and configured for use.  These body cameras are a work in 
progress as the police department has been working with the vendor continually 
improving the product.  The body camera videos are recorded out in the field and each 
camera is specific to the officer.  When the officer returns to the station the body 
camera is inserted into the docking station where the video is uploaded to the server, 
categorized, and filed for future retrieval.   
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Emergency Reporting System for Fire 
 
In concert with the Fire Department and Johnson County Emergency Communications 
we implemented a new emergency reporting software system.  This NFIRS compliant 
cloud based system captures case information from Johnson County’s dispatch creating 
the initial record for the fire department.  There are many modules that can be used 
ranging from inspections, hydrants, training, maintenance, etc.  This replaces the old 
Firehouse software system.  There are many benefits associated with the new system 
ranging from better reporting capabilities to easier access with most any internet 
browser. 
 
 

Building Access Security 
 
When the new Justice Center was built we installed higher security card readers – less 
susceptible to hacking.  To bring our other facilities in line with this we’ve replaced our 
less secure building access card readers with newer devices and distributed new 
replacement access cards.   
 

 
 

 
 Other Items 

 

 ERP system upgrades 

 FullCourt software upgrades 

 Upgraded RecTrac / WebTrac 

 Upgraded security camera software 

 New fuel maintenance system for Public Works 

 Upgraded major software systems 

 Upgraded In-Car Video System Software 

 Network Documentation 

 Upgrade Workstations – Public Works Maintenance, Ironwoods & Fire 

 Website Modifications 

 Equipment Surplus & Recycling 

 Budget All Employee Salary & Benefits for 2015 & 2016 

 Year End Personnel Analysis (Wages & Benefits & Overtime) 

 Crystal Reports 

 Total Compensation, Workers Comp,  Reports for Human Resources 

 Full Parcel Imports from Johnson County 
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Technology continues to change.  Upgrades are required, new voice, data, and video 
systems become operational backbones to our daily work; all of which require our time 
and attention.  As our technology continues to evolve we will remain committed to a 
positive direction.  We are excited about our future as we head into 2016 and we are 
thankful for the support and opportunities to serve the Mayor, Governing Body, City 
Administrator, and Citizens of Leawood.  Please contact me if you have any questions.  
 
Sincerely, 
 
Mark Andrasik 
 
Director of Information Services 

City of Leawood, Kansas 

(913) 663-9195 


